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Target Information Architecture (TIA) —
to satisfy twin task demands:

1. Supply a working blueprint [architecture] &
roadmap for Health Service Analytics Innovation

2. Set requirements for data de-identification
framework and standard operating procedures
that operationalize that framework
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Co-Founder — Data Science Studio


http://www.viha.ca/www/

This presentation represents Part 1 of a set of documents
concerned with two related challenges:

1. Part 1 - Target Information Architecture - derivation of
products from health service data that are sufficiently
statistically/methodologically robust and targeted that they
at least warrant consideration as candidates for translation
back to a health service system.

2. Part 2 — Data De-ldentification - disclosure/access
management of source health service data to those
parties/team who are likely to possess the requisite
combinations of clinical content domain knowledge and
statistical/analytically expertise required to generate
useful/usable products.

In effect, Part 1 sets out the requirements for Part 2 — the
methodology covered in Part 2 must scale out to the types of
datasets required to generate the products covered in Part 1.




Organization of the two
presentations

PART | — Target Information Architecture for Health
Service/Service System Analytics

* Why might we want to promote the use of target
information architectures (TIA) in supporting a
health service analytics innovation agenda®?

* Example of a TIA for health service analytics

PART 2 — Data-Requirements-Informed Data De-
Identification Scheme [separate presentation]

* Why would the analytics innovation agr‘enda be
concerned with data de-identification:

* Target information architecture as the basis for
systematically “stress testing” a data de-
identification methodology

* Distinctive privacy challenges associated with
transactional data extracted from clinical
information systems

* Data disclosure privacy risk model that scales out
to high-dimensional health datasets (e.g., datasets
extracted from clinical information systems)

* Data de-identification workflow — high-level

* Critical role of shared understanding and
consensus around data de-identification — a
‘fractal’ data de-identification model.



Part |
Target Information
Architecture:

Why?



- Why employ an information

architectural approach to analytics
innovation?

* So the necessary pieces (a) exist; and (b) fit
together (into conceptual models; into statistical
models).

e Relevance and impact - so the assembled
analytically-derived ‘objects’ are fit for purpose
and fit for context (i.e., targeting)

* Analytical ‘orphans’ —e.g., process metrics
(causes) not related to outcomes (effects); or
effects not related to causes = diminished utility.

* Analytical gaps, e.g., essential risk-adjustments
missing from models = ambiguous relevance.

* “Jumping to metrics” vs building to architectures —
merits/demerits of different approachs

* Information dependencies dictating sequencing
for analytics innovations

* Pushing off difficult-to-construct analytic entities
to a time when we are not so busy — when might
that be?

* Provide a reference model for analytics innovation
strategy and tactics and plans — and resources and
environments and partnerships.

* Provide a wire-frame within which data sources,
information products and information-dependent
functions can be catalogued and tracked.
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lllustrative example — working with data
contents we have vs what we need

The streetlight effect, or the drunkard's search principle,
is a type of observational bias that occurs when people only
search for something where it is easiest to look.
https://en.wikipedia.org/wiki/Streetlight effect



https://en.wikipedia.org/wiki/Observational_bias
https://en.wikipedia.org/wiki/Streetlight_effect

Measurement based on what is readily
accessible vs measuring based on a working
model that describes essential features of
what you are trying to measure

Working solution: Clinical Context Coding Scheme (CCCS)
— transforming 1700+ Unit Names into 153 Meaningful
Service Classes

Acute Care
Med/Surg
18 Days

ED Med/
Surg
ED Med/ ED Med/
Surg Surg

Before — e.g., using
the ‘usual locations’

A A A J A A A A | A
2010 2011 2012 2013 2014 2015 2016
D o | Cooi2 | (2013 e 3 e
Surg
H Acute Care
6 Encounters in 6 Years \ Ry
11 Days
This is
the same
person Acute Care
o) Med/Surg
Q 3 Crisis Addictions-
wn @ Response - [§ Ambulatory Sl
© .; Walk-in (3 days)
0 Surg
- '
) E Response -
8 g Walk-in
o < Mental Health & Substance Use Outreach
— 4: Minimum 55 Encounters over a 4 year period
E g s & ! 2 t+H———1& T  — A A
2010 2011 2012 2013 2014 2016
| ¢ Ex [ 2011 | [ 2012 | [ 2013 [ 2014 | ED Med/
— Um') Surg
H..‘l._’ O 122+ Encounters in 6 Years s
Med/Surg
< © 11 Days

Prediction models based on the upper figure would be incorrect;
estimates of demand for services to meet population need would not
reflect the profiles of at-risk or affected populations.



Service Terrain Navigated by a Prototypical
High Risk/High Needs Person Contending with
Chronic/Recurring Mental Health & Substance Use Issues

Within-person-over-time visualization of a single patient/client “journey”

Service Class Year1l| Year2 | Year3 | Year4 | Year5| Year 6

Medical Imaging
Lab —Island Health - General “ |
Orthopedic (ambulatory) I | |
Cardiovascular Services - Ambulatory |

Renal Services - Ambulatory | ecesecgesscscetecccccatocsrcncfecencncbonnne.

Perinatal - Ambulatory | eeeeccdeccmccctecccceetecconanbeccnaaakananas
Emergency Department — Med/Surg mmm
Emergency Department — Psychiatric

Adult MHSU or Psychogeriatric — Acute Care |
Acute Care — Med/Surg
Surgical Procedure (including day procedures) | | I | I
Addictions - Ambulatory |
Addictions — Sobering & Assessment Centre (23 hrs)

Clinical Intake — Addictions — Withdrawal Management (Detox)
Addictions - Detox

Addictions — Post-Withdrawal Stabilization (residential) ) | |
MHSU Crisis Residential | | I |
Residential Care, MHSU -Adult | seeeccdecccccctecccmncfocccnnnbonconaakonaaa.
Adult Case Management (2°level) | eeececteccccccfocccccatecccccabececcocfanana.
MHSU Adult Outreach for high-risk persons in community ( 2° level) | | | | | | |
High-Intensity Community Treatment (e.g., ACT -3%level)] | =eccectecccccctocccocctocccccaboccccacfonanx.
PTG IR (o2 icneati e adia et el el a0 Al e e 0 e e e e

Emergency Department/Acute Care (including psychiatric acute care)

Ambulatory Services (Medical/Surgical); Laboratory; Medical Imaging

Mental Health/Substance Use Services — other than psychiatric acute
care or hospital-based psychiatric emergency services

Goal: generate useful information products from datasets that
reflect the full “patient” journey.

Approach: We may initiate this analytical work with contents
that are readily available (under the streetlamp) from most
provider systems (e.g,. ED-plus-Acute-Care data). To meet the
goal, our target information architecture must understand the
full “journey”. It must be built around the full suite of data
‘traces’ that are created as the person navigates the terrain.




Target Information Architecture



Target Information Architecture

Enterprise Target Information Architecture for Health Service System
Quality Assurance/Quality Improvement
and Research-Based Analytics Innovation — Overarching View

Component #4
Health Analytics
Data Space

Component #3
Information Component #5
Requirements Statistical/Analytical
Keyed to Service Approaches
System Functions

Analytical |
Workflow

Component #6
Actionable
Analytically-Derived
Products

Component #2
Service System Users
of Analytical Products

Component #1
Epistemological/Pragmatic Foundations:
Co-Emergence of Health Service Challenges
and Health Service Data

©Kenneth Moselle, 2018
Verion 2, December 27, 2013
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Component #1 - Epistemological
Foundations — where does analytically
useful health information originate?

Epistemology — concerned with sources/emergence of knowledge.
Where does knowledge of clinical/health risk, need and outcome originate?

If we want our analytically-derived information

roducts to interact constructively with

processes at points of service — where MUST at least some of the knowledge

originate??

If we want to address issues using information, where must we target our analytically-

derived products? And, what form should those products take??

Problems
emerging
from
health
service
delivery
contexts

Problems
emerging
from
trends in
published
research

Emergence of Clinical

Problems or Questions
(Primary Uses of Data)

Problems

suggested

by health
service
system
QA/AI

analytics

planning

Generation of Research Designs & Associated

(Secondary Uses of Data)

Formulation of
candidate
information-
dependent
solution
strategies for
identified
problems

Potential
solution
strategies
reframed as
analytical
tasks/research
designs

Data

requirements
associated with

analytical

tasks/research

designs

Analytical Approaches to Address Problems/Questions

Data
collection/
consolidation
driven by
analytical
requirements

Epistemological Foundations/Pragmatic Contexts —
Co-Emergence of Data and Problems — Enablers & Drivers for QA/Ql Analytics or Health Research

Patients/Clients
Interaction with

Health Service
Providers/
Programs

Patients/
Clients

Interacting
with Portals
[or Paper]

Persons
engaging with
services that
target non-
medical needs
(e.g., Housing)

Tracking
expenditures;
estimating
indirect costs
associated with
health issues

Genome
Sequencing
Services

Investigator-
Generated
Health Data

Bench

Science Data
Generation

Point-of-
Service Health
Data

Kenneth A. Moselle,
Version 2,
December 28, 2018

Patient
Reported
Experience of
Care
(PREMS);
Patient-
Reported
Outcomes
(PROMs)

Distal
Determinants
of Health
Profile of
Patients/
Clients/
Cohorts

Financial data

Genomic
Data

Primary
research data
sets

Emergence of New Data Contents,

Determinants of What Constitutes
“Source of Truth” or “Primary Use”

E.g,. Patho-
physiology,
molecular
biology;
biomechanics

“Out of nothing shall not come something” — words allegedly spoken by Heinz

Werner (Werner & Kaplan — Symbol Formation, 1984)
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Highlighting data contents/deliverables
within the architecture based on three key
data sources and consumers of analytical
products — community-derived (including
primary care); health-authority-derived;
Ministry of Health derived

* Three key data sources and information
consumers:

including primary care, and
data generated directly by patients/clients
* Health Authority |- secondary, tertiary services

* Ministry of Health]— administrative data, with norm-
references (e.g., Expected Length of Stay)

* |n this section, some key components of the
TIA are presented twice.

* The first presentation of each component is
intended to highlight the architecture of the entity
in question. (e.g., slide #12 — “Service System Users
of Information Products”). It also catalogues key
contents associated with architectural elements.

* The second presentation of a component is
intended to highlight features of the component
that relate to the three key data sources and
consumers of information (community services;
Health Authority; Ministry of Health) — colour-coded
as indicated above.




Component #2 - Service System
Users of Information Products

Users of Analytically-Derived Data Products

Readers of research literature; conference attendees

Other Users of Aggregate

i Patient Advocacy/Support G roups
Views

Communities

Cross-Governme nt Entities

Executive Functions Boards

Senior Executive

Financial Directors, Planners
Service System Planning

. Planners - Senvices
Functions

Demand Estimators

Clinical/Medical Quality Assurance
Aggregate Views for

: Managers, Directors (Administrative, Executive)
Operational Management

Population/Public Health Surveyors (Surveillance)

An EI|‘yl'ti[:El| Uses of Patient/ Applied Clinical Researchers — Private Sector

Cohort-Level Information Applied Clinical Researchers — Academic Research Units

— Quality Assurance/f Organizational Quality Improvement Analysts
Quahw Improvement Organizational Quality Assurance Analysts

Clinical Stewards including direct patient care consultation
Patient-Level Information
for Direct Patient Care;

Care Coordination; Clinical
Quality Stewardship Point-of-Service Providers — Nor-Profits

Service Coordinators, Clinical Service Managers

Secondary, Tertiary Providers— including contracted services

Point-of-Service — Primary Care Providers (e g., GPs; NPs)

informed public Members of the public

Kenneth A Moselle,
Verion 2, December 28, 20138




>
Deeper structure to Component #2 — a basic

General Systems Theory framework

4th-Order —new approaches to
analyzing information; - A
dynamic regulation of activity e ;
in real time using ALL data

g

ol ——r
Analyzed /depicted Applied where/
in what ways? how/when?

what data?

4th Order Regulation of Activity
Changing the underlying method/logic by which the
system alters its operational characteristics

?7?

?7

+ Comminny-bassd ‘ \ "BELEIIMTY SErVHE

e wvailable withis
M "‘/ Heminute

3rd-Order -Getting the system {:..'..., - |
out of the usual groove '

=
Housing First 4the rest
will follow

3rd Order Regulation of Activity
Changing the rules by which the system operates

Note Coupling of Two
Dynamic Sub-Systems —

Important!

2"d-Order — reducing
variation via information-

based feedback mechanisms

Governor on a
2nd Order Regulation of Activity

Dynamics governed by positive or negative feedback steam-e ngl ne

15t -Order — dynamic regulation In the groove

of activity in real time using a
narrow slice of here-and-now
data

1* Order Regulation of Activity
Dynamic, real-time ‘tracking’

14
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Service Systems — 1st, 2nd 314 Order
Users of Information Products

e
e

> ' W &N
-l oy Analyzed/depicted I%ﬁpi;lieg \n_fheref
U Sers o R in what ways? how/when? >
4th Order Regulation of Activity
E:]thE[ LUsers [}‘I: AEE[ EEEIt Changing the underlying method/logic by which the
Views system alters its operational characteristics
Executive Functions

. 27
N

Commiraty-bassd
Blagraled care canter / \.. 4 - ‘/

T e

Sendor eitizend’ chub, reaidents” ssodation, long-tenm care prevention.

e pailable withis
) e

W \ -
Housing First £the rest

Service Svst Pl 2 will follow
SEMVICE aWsiem Flanning
¥ = 3rd Order Regulation of Activity

Functions Changing the rules by which the system operates

Aggregate Views for
Operational Managemen

Analytical Uses of Patient
Cohort-Level Information 2nd Order Regulation of Activity
B E_Uﬂlit'f Assuran CE,I'r Dynamics governed by positive or negative feedback

Quality Improvement

Patient-Level Informatio
for Direct Patient Care;
Care Coordination; Clinics
Quality Stewardship

1% Order Regulation of Activity
Dynamic, real-time ‘tracking’

informed public Mem bers of the public

Kenneth A Moselle,
Verion 2, December 28, 20138




Community .

Health Authority

Ministry of Health

Other Users of Aggregate
Views

Executive Functions

Service System Planning
Functions

Aggregate Views for
Operational Management

Analytical Uses of Patient/
Cohort-Level Information

— Quality Assurance/
Quality Improvement

Readers of research literature; conference attendees

Patient Advocacy/Support G roups

Communities

Cross-Governme nt Entities

Dod s

Senior Executive

Financial Directors, Planners
e e e e &
Planners - Senvices
I I

| R I o R S

Clinical/Medical Quality Assurance
I R R R

Managers, Directors (Administrative, Executive)

Population/Public Health Survevors (Surveillance )

Applied Clinical Researchers — Private Sector

Applied Clinical Researchers —Academ ic Research Units

Organizational Quality Improve me nt Analysts

Organizational Quality Assurance Analysts

Patient-Level Information
for Direct Patient Care;
Care Coordination; Clinical
Quality Stewardship

Clinical Stewards including direct patient care consultation

Service Coordinators, Clinical Service Managers

Secondary, Tertiary Providers— including contracted services

Point-of-Se rvice Providers — Non-Profits

Point-of-Service — Primary Care Providers (e g., GPs; NPs)

Members of the public

informed public




Component #3 - Information Products Positioned within a
layered Health Service System — which information-dependent
functions REQUIRE which products/analytical tools?

= ; Performance M — Dperations, Fin
Administrative, B

Clinical REELllﬂtim'l & Cohort X Protocol -alignment of practice with Outcomes — protocol compliant
Oversig ht prot s, standards vs non-compliant care

Variations in practice — Profession X Protocol X Program X Cohort views

Information

Outcome-validated peformance monitoring metrics

Service system optimization using Strategies — scenario-tested against
operations-research-type models operations-research-type models —

Population Need Estimation Acress Bamriers Demand Estimation

Strategy, Planning

Coati < " Service Costing —within Case Costing — Episodes - within Actual Costs X
o —_— c
osting —services, Program - Interve ntions Cohort, across Programs Cohort
Cases, Cohorts,

N gt Costs associated with services that Costs associated with service system limitations
opulations

engender best- possible outcomes (gaps; inefficie ncies; non-optimal service models)

Distal Determinants of Health Profiles Distal Determinants 2 Proximal Determinants =
of Cohorts, Populations Health Qutcomes, Non-Medical Qutcomes

Inforrmation

Population Prevalence/Incidence Population Segmentation, e.g., by Diagnosis, Severity
Population Health

Coarse Health Status Groupings— Granular Health Status Groupings —
Counts; Transitions Counts; Transitions

Dizease registries

Information

surveillance — Communicable Antimicrobial

Disease resistance
Public Health Environtmental Health Disease Vectors; Overdoses, Accidents,
Indicators Social-Be havioural Factors Poisoning

Public health prevention - tracking Stewardship, e g, antimicrobials, blood

Information

Causal analysise g, via Real world Inferred causality, e.g, propensity
Randomized Controlled Trialks clinical trials score matching designs

Clinical Types;
Treatment Qutcomes . Utilization metrics as a proxy Utilization as a proxy for
for best practice treatment outcomes

Genomic M aturally-occurring clinical types [e g., Other ‘omic
profiles cluster analysis]; deeper clinical phenotypes profiles

Maturally occurring integrated service delivery models [clusters of services]

by Types

Information

Transactions, Utilization within service /program Utilization within Cohort across service/ program

Lon gltud inal Types Longitudinal within-pe rson- Trajectory-based Segmented trajectories reflecting
over-time encounter profiles typologies prodromal, treatment, outcome phases

Patient Experience of Care, Patient Reported Outcomes
Patient Satisfaction (PREM s) [PROMS)

Patients Voices

17

Kenneth A. Maoselle, _ B N = = = B
Version 1, September 7, 2018 +#—p = Related contents or functions sharing data or analytically derived informationproeducts
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= Information Products/Tools Positioned within
a Layered Health Service System

18
Commun ity Health Authority Ministry of Health
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Component #4 - What data?

Health Data Space — Representative Array of Contents
Data Categories, Data Sources (Technologies), Data Standards — and Data Set Dimensionality

Data
Contents

Data Source/
Data Standard

Dimensionality
(Coarse Estimates)

Static or
Slowly Changing
Attributes

Distal Determinants of Health

Genomic Profile Person x Family

Demographics

Re positories

12 Categories- PHAC

# Genomes X # Phenotypes

Researcher-generated datasets

Patient-Reported Outcomes

Structured Clinical Docume ntation

Encounter Attributes, e.g., ALC Days

Attributes of
Persons or
Service Events

Variable

Paper, Portals

Image Repositories
Lab Info Systems
EHR/Pharmanet
EHR/EMR
EHR/EMR
E.g, CCI/CPT/ICD
E.g., ICD 9/10; CEDIS

E.G. DAD

Unknowable
E.g., 19for Orthopedics
10 Modalities * # Body Regions

3000+ tests; 1000++ orders

— 346 Variables

Other Encounters (e.g., Non-Profits)
Transactions-

Encounters ITransactions -

{Admissions,
Discharges),

2* 3 Encounters— Health Region

1* Care Encounters - GPs

Miscellaneous

General Ledger
EHR 5vs Location Build

Billing Data, EMRs

=1700 Cost Centres
1700+ Locations

2000 Physicians

I Patient/Client Over Time: 365 Days * Years Covered by Datasets = # Encounter-Days

ALC— Alternative Level of Care Days | Excess Acute Care Bed Days)
CCl— Canadizn Classificastion of Heslth Interventions

CEDMS —Canadian Emergency Department Information System
CIHI— Canadizn Institute for Heslth Information

CP5 — Compendium of Pharmaceuticals &
Speciakies —Canada

CPT — Current Procedural Terminalosy
DAD — Discharge Abstracts Database [ OHI)

ICD — Int'| Cla=zsification of Diseases

IH/MAHSU/CP —1sland Health Mentzl
Heslth & Substance Use Clinical Profile

PHAC— Public Health Agency of Canada

Kenneth A Mos elle, Andriy Kowval
Verion 2, December 31, 2013




What data — broken out by
community/health authority/
Ministry of Health

| | .




Component #5 -
Statistical/Analytical Approaches

Working with Data:
Describing, Inferring, Testing, Distinguishing, Predicting,
Detecting, Validating & Depicting — a Representative Array of Approaches

Longitudinal multilevel models

Markovian models of transitions

| Oualitative analysis of textual data

Outcome harvesting

Focus groups — thematic analysis | Decision tree analysis —structured data

Bayesian methods
Network analysis
Anomaly detection

Artificial intellipence methods - feature detection,
discrimination within unstructured or partially
structured datasets

Descriptive statistics

Cross-tabulations; tabular data

Control charts - statistical process control

Scale deve lopment — norm referencing, item
homoge neity; construct validation

Structural equations and other cormre lation-based

modeling
Deep learning; artifidal neural networks— playing

‘the game’ as well/better than or differently from
humans

Latent class and trajectory (mixture) models; factor
analysis

Other clustering models

Statistical disclosure control metrics, e.p, k-
anonymity; Fdiversity

Visualizations; Dashboards; Exploration Tools

General/Generalized Linear Models— e g, regression,
logistic regression, ANCVA, ANCOVA Data set simulations

¥ } } } }

Demarcating, Counting, Aggregating
Tracking over time

N of 1 case studies; case series

PO5SA Cycles

‘Real-world clinical trials’; pragmatic clinical trials

Cuasi-Experimental Designs (e g, Difference in differences; case-control designs; panel analysis)

True Experimental Designs (e g, Randomized Controlled Trials)

Andriy Koval & Kenneth Maozelle
Verion 2, May 31, 20159

These are not clearly “owned” by any sector or strata within the full
array of entities we may call the health service system — so unlike the
other components, they are not marked according to “owner” ot
“stakeholder”.



Component #6 — Actionable, Analytically-Derived Products

Activity

Executive-level performance monitoring

Information, Evidence

Useful & valid metrics linking process to outcomes & vice-versa.

Strategic Plans; Clinical Policies

Strategies pre-validated against operations-research-type models;
sequences & priorities based on measured cause-effect
relationships

New Service Delivery Paradigms

Mew overarching clinical service system ‘orientations’

New programs

Clinically-targeted, functionally intemally integrated

Evidentiary supports for cross-government healt h-relevant .
initiatives

Population health — incidence /prevalence linked to non-medical
determinants

Proportionate service system response to changes in rates
of chronic diseases — reflecting risks and impacts

Population health prevalencefincidence — outbreak
ide ntification and response outcome monitoring —
communicable diseasze; bebhaviourally-linked conditions

Population health prevalence fincidence — chronic disease with
appropriate risk/severity stratification

Public health functions — identification and response

Capacity planning at a clustered program level for cohorts

Patterns of sws utilization that engender best possible outcomes

Evaluate service system operations against standards

Validated performance metrics —for every level of sus system

Capacity planning at an individual program level for cohorts

Demand for services that have been shown to work.

Retrospective point-in-time supports for new/best practices

Clinical stewardship — reaHime, persisting supports for
new/best practices

Conformance of practice to standards; outcomes of conformance

Measures of conformance of practice to standards for cohorts — at
provider/program level

Evidence-based clinical decision support within the EHR

Clusters of Risk Factors and associated Health Problems

‘Personalized’ Integrated Service Delivery Models

Personalized Healthcare:
» Don'tdo X despite AB, C
» Person-focused care

Protocols, ‘Best” Practices:
# Do X because of A, B, C
* Problem-focused care

Measure treatment response

Clinically-targeted ‘packaged’ views of EHR contents, e g,
Clinical/functional/be haviour characteristics of persons
Procedures, orders, encounters with programs, professions
Alerts, treatment recommendations

Clinically contextualized cross-continuum packages of services
targeting clinically ove r-determined or multiply determined
prablems.

Evidence-based best practices for conditions/problems and for
people in the ‘real world’ contending with those problems

Clinically/operationally relevant outcome measures

Profile persons based on mediators of treatment response

Distal determinants, proximal determinants, risk factors

Collection of treatments collective by constituting an “episode
of care”

Operational definitions of "episodes of care” (single service /point-
in-time or longitudinal/cross-continuum), keyed to cohorts

Clinical ‘targeting’ of analytical derived knowledge

Diagnostic/Clinical Taxonomies — Deeper Phenotypes

3rd-Order Regulation of Activity: Unplanned/firiggered or pre-planned [regularly schedule] changesto service system operations

2" Order Regulation of Activity: Guidelines, supports for standards, oversight, stewardship

1st-Order Regulation of Activity: Treatments, interventions, care manage ment

Inputs, Information Drivers, Clinical Target Definers
¢ Causal foundations (taxonomies, metrics) — risk factors, causes, effects f

s Definitions of clinically relevant entities, e.g., case definitions, encounters, e pisodes of care

Maoszelle & Koval, verson 2, lune 4, 20128
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Putting the TIA to use:

Using the TIA as a framework for
characterizing and cataloguing the
deliverables associated with a

program of researc
MoH Minimum

n focused on
Reporting

Requirements (MRR) for Mental
Health & Substance Use



Data Space — program of research
concerned with high risk/high needs
Mental Health & Substance Use Clients

Health Data Space — Representative Array of Contents
Data Categories, Data Sources [Technologies), Data Standards — and Data Set Dimensionality

Data Data Source/ Dimensionality
Contents Data Standard [Coarse Estimates)

Static or I Distal Determinants of Health I Demographics I 12 Categories- PHAC I

Slowly Changing

Attributes # Genomes X # Phenotypes

Genomic Profile Person x Family Re positories

E.g., 19 for Orthopedics

Researcher-generated datasets Unknowable

Patient-Reported Outcomes Paper, Portals

Images and Results Image Re positories 10 Modalities * # Body Regions

[
w
=l
ol
&

Laboratory Data Lab Info Systems 3000+ tests; 1000++ orders

Attributes of
Persons or
Service Events

B
oo o
E-l‘
3
[v1]
o
(]
B
[n1]

| EHR/Pharmanet | |cPs-—4134 pages

Text-based Documentation EHR/EMR Unknowable

Structured Clinical Documentation EHR,/EMR E.g., IH/MHSU/CP — 346 Variables

lPFDE-E'durT_‘S, Interventions, Services I I E.g., CCI/CPT/ICD I ICCI — 1103 pages
=

| Diagnoses |Ez, icD9/i0;cEDis | |14000- ?ﬂ,m}

I Encounter Attributes, e g, ALC Days I EG. DAD I 150+ variables including multiple dx l

|

Transactions-

Encounters lFinanr_ia!Transactiuns— j lGenem! Lledger l l-sl?ﬂﬂ Cost Centres

(Admissions, | 2°, 3° Encounters—Health Region | | EHR SvsLocation Build | | 1700+ Locations
Discharges),

[ = = HTH S
| i* Care Encounters- GPs I |siling Data, EMEs | [|z000 Bhysicians

I Patient/Client Over Time: 365 Days * Years Covered by Datasets = # Encounter-Days

] W | W | .

ALC— Alternative Level of Care Days (Excess Acute Care Bed Days) CP5 — Compendium of Pharmaceuticals & ICDr — Int'| Cla=sification of Diseases
COl — Canadian Clazzification of Health Interventions Specislties —Canada IH/MHSUJCP — |zland Health Mental
CEDI5 —Canadian Emergency Department Inf ormation System CPT — Current Procedural Terminology Hesalth & Substance Use Clinical Profile
CIHI — Canadian Institute for Health Information DAD — Dizcharge Abstracts Database [CIHI) PHAC — Public Health Agency of Canada
Kenneth A Maselle, Andriy Koval : = Data requirements for Mental
Nesion L epiemhes & 0 Health & Substance Use Scenario




Information Products, Information Dependencies/Cascades,
Information-Dependent Activities —

and Information Positioning within a Layered Health Service System

Administrative,
Clinical Regulation &
Oversight

Information

Strategy, Planning

Cascade

Costing — Services,
Cases, Cohorts,
Populations

Infarmation

Population Health

=]
=
i
£
c
[=]
=

Public Health

Information

Clinical Types;
Treatment OQutcomes
by Types

Informatian

Transactions,
Longitudinal Types

Patients' Voices

Kenneth A Maoselle,
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Performance Monitoring — Operations, Finance —pll Clinical workflow (e g, waitlists)

Cohort X Protocol -aligpnment of practice with Qutcomes — protocol compliant
protocols, standards vs non-compliant care

Variations in practice — Profession ¥ Protocol X Program X Cohort views

Outcome-validated performance monitoring metrics

Service system optimization using
operations-research-type models

Strategies — scenario-tested against
- operations-research-type models —

e Demand Estimation

Population Need Estimation Access Barriers

Service Costing —within Case Costing — Episodes - within Actual Costs X
Program - Interventions Cohort, across Programs Cohort

Costs associated with services that Costs associated with service system limitations

engender best-possible cutcomes {gaps; inefficiencies; non-optimal service mode Is)

Distal Determinants of Health Profiles
of Cohorts, Populations

Distal Determinants & Proximal
Determinants 8 Health Outcomes

Population Prevalence/incidence Population Segmentation, e.g., by Diagnosis, Severity
Granular Health Status Groupings —

Coarse Health Status Groupings —
Counts; Transitions Counts; Transitions

Disease registries

surveillance — Communicable Antimicrobial Surveillance —
Disease resistance Chreonic D isease

Envirohtmental Health Disease Vectors; Overdoses, Accidents,
Indicators - Social-Behavioural Factors Poisoning

Public health prevention - tracking Stewardship, e.g, antimicrobials, blood

Causal analysis e Real world Inferred causality, e.g, propensity
clinical trials score matching desip

Genaom ic . rally-occurring clinical types[e. g., . Other ‘omic
profiles cluster analysis]; deeper clinical phenotypes profiles

Maturally cccurring integrated service delivery models [clusters of services]

Utilization within service /program = Utilization within Cohort across service/ program

Longitudinal within-person-
over-time encounter profiles

Trajectory-based
typologies

Segmented trajectories reflecting
prodromal, treatment, cutcome phases

Patient Experience of Care, Patient Reported Outcomes

Patient Satisfaction (PREM s) [PROMS) 26

#—p = Related contents or functions sharing data or analytically derived information products




Discussion, Summary:

Some TIA framework

principles; some TIA
facts of life



Where are some key limitations of
the existing model

* |t treats “executive level functions” in an
undifferentiated way — but this ‘level’ is the
core or foundational ‘business’ for a Ministry
that does not deliver services directly.

* Divisions (interacting laterally) within a layer in
a hierarchical structure, e.g., 1700+ programs
that collectively constitute the ‘clinical
business end’ of island Health. These cluster
into a smaller set of entities which are not
homogeneous with respect to information
generated or used.

* Risk management functions and associated
information requirements.

* Primary care — the model does not go very far
into the primary care end of the service
continuum. That is a problem!

* The model does not envision or spell out uses
of derived information products by
patients/clients (e.g,. via portals).



= .
Framework, Principles

#1: General Systems Theory (GST — von Bertalanffy) — complex
system = hierarchically-ordered array of interacting regulatory
mechanisms — exchanging information with an environment

#2a: Law of requisite variety gsee Ashby) — why information MUST
roll up from the points-of-service it adequately informed
executive-level system regulations are going to roll back down

#2b: Law of minimal granularity — roll up no more detail than is
neC()essary for intelligent control to roll back down (converse of
#2a

#3: “Structural engineering” buiIdinF code for load-bearing “multi-
story” analytics that maps onto layered structure of an
organization

* Epistemological foundations — source of clinical meaning and
utility

* Data dependencies

 Structural properties of useful information

* Validity — ready for clinical prime-time — the concepts of
“research-grade” and “clinical-grade” information

#4: Architectural dependencies — transactional foundations of
everything; administrative data are derived entities

#5: Coupling (reciprocally-reinforcing transactions): exposure to
information does not necessarily accomplish work; coupling via
the intermediary of information puts information to work.

. Betvxlleel? information and a single recipient of care — one key,
one loc

* Between providers, programs and cohorts — several doors,
multiple keys

* Between strata within an organization — different floors,
different access between levels

* Between organizations — different buildings
#6: Information ‘highways’ are only a part of the information road
system

* Local roads vs logging roads vs superhighways — each have
their place and time and function

* Roads to nowhere — untargeted analytics


Presenter
Presentation Notes
d



Facts of Life

Transactional data and “administrative data” are not
eguwalent (even when you have a lot of longitudinal
administrative data).

Time matters — between outcome and events that
engender those outcomes or dynamics that regulate
those events — why the eyes are in the head!

Persistence — sustained streams of information (driving
requirements around reproducible paradigm,
information streams, vs one-off injections of
insights) — if you want your analytics to do
constructive work.

Single cause, single treatment = simpler statistical
models (though not THAT simple if we want to look
at people over time)

Multiple causes, risk factors = multivariate models,
undeniably complex

Unknown causes, unknown effects = iterative
approaches
* Voyage of statistical discovery — using old and new tools
* Validation — using classic approaches

Therefore — partnerships between holders of data
and holders of analytical expertise (and
environments that enable those twains to meet).

This means we have to have processes that expose
data (but not data subjects) to people who can
analyze the data and generate useful products.
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Data Disclosure Priva
Creating Relationships

cy Risk Model —
Between Health

Data and Parties with Analytical
Expertise (see Component #5 of Target
Information Architecture)
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Data Disclosure Privacy Risk Model

Components

Re-ldentification

]
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Quantifiables

Caveats — ‘Hard’ vs ‘Soft’ Metrics

Existential
Identifiability
of People and their
Attributes

The Natural Person(s)
(the “Person”, the
“Population”, the

“Cohort”) in the World

Distinguishability of
Persons in the World
* Unique Identifiers
associated with the
Person
» Between/beyond the
Person and Unique
Identifiers — knowable &
distinguishing attributes
of Person/Population
o Affiliation with what
Communities of Interest

Population prevalence
Prevalence of
distinguishing

characteristics — how many

People share the same

profile of distinguishing

characteristics?

Coarse Estimates
Sampling will effect
estimates; ‘poor’
sampling yields ‘poor’
estimates
Case definitions for
population estimates
may not match cohort
definitions in dataset.
Out-of-date estimates
Estimates may not exist

at all
Version 4, 2018 © Moselle

Mathematical
Distinguishability
of Cases in a Dataset

The Data in the Dataset
(the “Data”)

A B C D E
11D |Varl [Var2|var3|Var4
24738 1 | 2

3683 1 | 2

Distinguishing
characteristics of data in
the dataset

 Ignoring everything but
the dataset — what is the
mathematically
quantifiable data re-
identification worst-case
scenario?

* ‘Baked in’ assumptions
about the World.

« Data contents identify
Communities of Interest.

Distinguishable cases
* Range of metrics based

on numbers of cases
with the same profiles
on multiple linked
variables in Dataset.
“Zero risk” and
“disinguishable cases”
do not go together.

‘Hard’ Computed Values
* ‘Hard’ values under a set
of worst-case
assumptions that may or
may not be reasonable
* Greatest risk for inflated
estimates of risk —
greatest potential for
putting data integrity at
risk

Theoretical
Re-identifiability
of Cases in the World

Pragmatic/
Contextualized Risk for
Re-ldentification
of People’s Data

The Dataset in the
World
(the “World”)

THE WORLD OF

DATA

Data and Data Users in
Data Disclosure
Environments
(the “Context”)

Existence of distinguishing
plus identifying data in the
World
o |s it theoretically possible

to reconnect a distinct
Person in the World to a
distinguished case in the
Dataset?

* |5 it possible to make a
statistically “educated”
guess about level of
theoretical risk?

Computed estimates of re-

identifiability probabilities

o Statistical estimates of
theoretical risk for re-
identification
Probabilities conditioned
on assumptions about
existence/linkability of
Data in the World

‘Soft’ ‘but seemingly

‘hard’ estimates of re-
identifiability

Probabilities conditioned
on difficult-to-validate
assumptions about Data
in the World
Quantifiables require
assumptions about what
Data User could possibly
know.

The Data User and Data in
an Ecological Context:

» What actions are
feasible?

* s risk-actualization
reasonbly likely?

* What if assumptions
about the person or the
context are wrong?

» Differential sensitivity of
different data contents —
potential harm.

Game-theoretic estimates
of risk

* How many plausible
scenarios can be
generated where
benefits outweigh the
risks?

* “Zero risk” is meaningful
in this measurement
paradigm.

Taking the measure of the
World

* Metrics conditioned on
assumptions about
predictability of
behaviour and
robustness of technical
controls.

® Risk/cost vs benefit not
yet well-recognized in
world of ‘hard’ data de-
identification (statistical
disclosure control)




Four components that collectively specify
the risk profile of a candidate data
disclosure —and provide an anchoring-point
for operational definitions of key constructs
(e.g., “de-identification”; “limiting
disclosure”; “risk”)

* Component #1 - People in the world — with
attributes that need to be preserved (e.g.,
response to treatment) in the data as disclosed,
while preserving the privacy of the people
associated with those attributes.

 Component #2 — Mathematical distinguishability
of cases in the Dataset — without which there is no
privacy risk associated with the disclosure —the
data “’space”.

 Component #3 — Dataset in “data space” meets
data in the “real-world” — from “distinguishability
to “theoretical re-identifiability”.

1

* Component #4 — Logistical/pragmatic features of
the disclosure — how feasible and likely is it that
someone will perform the actions required to
transform theoretically re-identifiable contents
into re-identified contents?



Ing

t were as simple as find
one key —anywhere
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Director, Applied Clinical Research Unit
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250-812-3925

35


mailto:kenneth.moselle@viha.ca
http://www.viha.ca/www/

	����1. Supply a working blueprint [architecture] & roadmap for Health Service Analytics Innovation��2. Set requirements for data de-identification framework and standard operating procedures that operationalize that framework
	Slide Number 2
	Organization of the two presentations	
	Part I �Target Information Architecture:��Why? 
	Why employ an information architectural approach to analytics innovation?
	Illustrative example – working with data contents we have vs what we need 
	Measurement based on what is readily accessible vs measuring based on a working model that describes essential features of what you are trying to measure
	Slide Number 8
	Slide Number 9
	Target Information Architecture
	Component #1 - Epistemological Foundations – where does analytically useful health information originate?
	Highlighting data contents/deliverables within the architecture based on three key data sources and consumers of analytical products – community-derived (including primary care); health-authority-derived; Ministry of Health derived
	Component #2 - Service System Users of Information Products
	Deeper structure to Component #2 – a basic General Systems Theory framework
	Service Systems – 1st, 2nd, 3rd Order Users of Information Products
	Service System Users of Information Products 
	Slide Number 17
	Slide Number 18
	Component #4 - What data?
	What data – broken out by community/health authority/ Ministry of Health
	Component #5 - Statistical/Analytical Approaches
	Slide Number 22
	Slide Number 23
	Putting the TIA to use:��Using the TIA as a framework for  characterizing and cataloguing the deliverables associated with a program of research focused on �MoH Minimum Reporting Requirements (MRR) for Mental Health & Substance Use
	Data Space – program of research concerned with high risk/high needs Mental Health & Substance Use Clients
	Slide Number 26
	Discussion, Summary:�Some TIA framework principles; some TIA facts of life
	Where are some key limitations of the existing model
	Framework, Principles
	Facts of Life
	Part II��Data Disclosure Privacy Risk Model – Creating Relationships Between Health Data and Parties with Analytical Expertise (see Component #5 of Target Information Architecture) ��Basis for a ‘Real World’ Contextualized Data Disclosure/Data De-Identification Methodology ��Introductory Material
	Data Disclosure Privacy Risk Model
	Four components that collectively specify the risk profile of a candidate data disclosure – and provide an anchoring-point for operational definitions of key constructs (e.g., “de-identification”; “limiting disclosure”; “risk”)
	If only it were as simple as finding one key – anywhere!
	Slide Number 35

